
Cybersecurity



Active Directory
Security Review Focus on finding Active Directory

misconfigurations, dangerous defaults
that can be abused

by threat actors for lateral movement,
privilege escalation, ransomware

deployment, planting backdoor and
can be used for

command and control. 

This service also provides security
hardening and better posturing for the

Active Directory.



Cloud M365
Security Review

Focus on finding cloud
misconfigurations and checks for

enforcement of conditional access
policies, coverage of modern

authentication including dangerous
default configurations that are easily

exploited by threat
actors.



Ransomware
Readiness
Review

This service will evaluate the current
technical controls for preventing

ransomware
deployment within the organization

(on-premises).

The activity will involve reviewing the
Incident Response Plan (IRP)

playbook, Group Policy Objects
(GPO) and will provide infrastructure
design recommendation to manage

safe recovery of
systems.



IR Remediation
Review

We offer advisory assistance and
technical recommendations review

for a pre/active/post security
incident steps to contain, harden
and remove the attacker from the

environment.



Virtualization
Security
Review

This service involves configuration
review of ESXi environment to

provide
recommendations of

misconfigurations and other known
vulnerabilities that are commonly

exploited for
virtualization platform.



Education

This service is an on-demand type to
be delivered onsite/remote as a

workshop format for topics related
to cyber security mainly on Incident

Response (Remediation),
Architecture & Systems Hardening

(cloud and
on-premises), Privileged

Management, Endpoint Security.



Attack Path

This is a proactive service which
helps the organization identify the
shortest and complex attack path

in the domain. The goal is to provide
a better view of relationships

between objects and the underlying
technical risk

and misconfigurations in between.


